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E-Voting vs. Event Scheduling
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Poll Initialization
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Casting of Votes
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Result Publication
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Simplifying the Key Exchange
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Computational Complexity

server

no expensive computation needed

client

1 discrete exponentiation (DH)

|P| − 1 discrete exponentiations

1 digital signature

|T | · (|P| − 1) hashes

|T | · (|P| − 1) symmetric decryptions
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Conclusion and Outlook

X novel scheme for privacy-enhanced

single event scheduling

à scales in number of time slots

à no central trust entity

X main functionallity implemented as

Web2.0 application

Formal De�nition / Proof

Complex Decision Rules

Updating / Revoking Votes

Existing PKI usage
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Privacy Problems
Direct Inference

Will my husband vote for

the date of our

wedding anniversary?

Benjamin Kellermann Privacy-Enhanced Single Event Scheduling slide 2 of 30



Privacy Problems
Direct Inference

Will my husband vote for

the date of our

wedding anniversary?

Benjamin Kellermann Privacy-Enhanced Single Event Scheduling slide 2 of 30



Privacy Problems
Indirect Inference

The availability pattern of user bunny23 looks
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Superposed Sending

Alice Bob

Carol

ka,b

k
a,c k b,

c

ma

+ ka,b

+ ka,c mb

− ka,b

+ kb,c

mc − ka,c − kb,c

ma

+ ka,b + ka,c

+mb

− ka,b + kb,c

+mc

− ka,c − kb,c

D. Chaum, �The dining cryptographers problem: Unconditional sender and recipient untraceability,� Journal of
Cryptology, vol. 1, no. 1, pp. 65�75, Jan. 1988
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Dif�e�Hellman Key Agreement

s
e
c
re
t s

e
c
re
t

Alice Bob

public

g, q
chooses ra

gra mod q

= xa

x
ra
b

= gra·rb mod q

chooses rb

grb mod q

= xb

x
rb
a

= gra·rb mod q

xa xb

Discrete

Logarithm

assumption

x = gr mod q

public

hard to �nd

r

W. Dif�e and M. E. Hellman, �New Directions in Cryptography,� IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644�654, 1976.
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Avoid −1 Cheaters

T1 T2 T3 T4

Alice 1 1 0 0

Bob 0 1 1 0

Mallory 0 0 1 0∑
1 2 2 0

Alice 0 0 0 0

Bob 0 1 0 0

Mallory 0 ? 0 0∑
≥ 0?

Alice 0 1 0 0

Bob 0 0 0 0

Mallory 0 ? 0 0∑
≥ 0?

Alice 1 0 0 0

Bob 0 0 1 0

Mallory 0 ? 1 0∑
≥ 0?

∑
1 1 0 0
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Avoid +2 Cheaters

normal poll

T1 T2 T3 T4

Alice 1 1 0 0

Bob 0 1 1 0

Mallory 0 0 2 0∑
1 2 3 0

check poll

T1 T2 T3 T4

Alice 0

0 1

Bob 1

0 0

Mallory 1

1 −1

∑
2

1 0

∑
3

3 3
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Simplifying the Key Exchange

gra·rb pseudorandom

number generator

ka,b,t

,tbl

~ka,b


ka,b,t1

.

.

.

ka,b,t|T |



tuuid tbl
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Simplifying the Key Exchange

Dif�e�Hellman

Alice Bob

Carol

key exchange

~ka,b
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Server
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~ka,b
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Dynamic Joining
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Dynamic Leaving
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Dynamic Leaving
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Phases

1. Poll Initialization

2. Casting of Votes

3. Result Publication

4. Result Veri�cation
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Registration/Login
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Poll Initialization
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Vote Casting
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Vote Casting
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Dynamic Leaving
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Result Publication
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Related Literature

• Distributed Constraint Satisfaction/Optimization Problem (DCSP/DCOP)

• E-Voting

à Mix based

à Blind Signature based

à Homomorphic Encryption based

• Speci�c Literature

à Herlea et al., �On Securely Scheduling a Meeting� (2001)

à Kellermann and Böhme, �Privacy-Enhanced Event Scheduling� (2009)
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Distributed Constraint Optimization Problem
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Distributed Constraint Optimization Problem
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Herlea et al. (2001)
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Security De�nition / Proof of Correctness

• E-Voting traditionally well de�ned

• DCOP/DSCP by Franzin and Greenstadt

à Adoption to Privacy-Enhanced Event Scheduling needed
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Guaranteed Poll Termination
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Complex Decision Rules
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Preferences instead of Binary Choice
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Updating / Revoking Votes
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Dynamic Insertion of Time Slots
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Existing PKI usage

S/MIME
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More Features

• privacy-invasive and

privacy-enhanced together

• prede�ned decision rules

• threshold scheme

• dynamic insertion/deletion of

time slots

• updating/revoking votes

• let voters prove that they signaled

availability for more than a certain

minimum number of time slots
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