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E-Voting vs. Event Scheduling

Vote
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one vote per column
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Poll Initialization
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T T T
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Conclusion and Outlook

E( novel scheme for privacy-enhanced
single event scheduling

m scales in number of time slots
m no central trust entity

Ef main functionallity implemented as
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Formal Definition / Proof
Complex Decision Rules
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O o oo

Existing PKI usage
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Privacy Problems

Indirect Inference

The availability pattern of user bunny23 looks
suspiciously like the one of my employee John Doe!
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Low Communication
Complexity
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Complexity @
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Low Communication Complexity

Schedule event: Select dates (Step 2 of 4)
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[ <} March 2010 Selected dates:
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Superposed Sending

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

+ Kap — Rab

- ka,b
Alice Bob

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
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Superposed Sending
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- kE,C - kb,c

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Ma + Kap + Kac Mp — Kap + Ko,c
Bob

Me — Kae — Kp,c

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.

IT-22, no. 6, pp. 644-654, 1976.
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Phases

Poll Initialization
Casting of Votes
Result Publication

AN o

Result Verification
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Related Literature

® Distributed Constraint Satisfaction/Optimization Problem (DCSP/DCOP)
® E-\Voting

m Mix based

m  Blind Signature based

w  Homomorphic Encryption based
® Specific Literature

m  Herlea et al., “On Securely Scheduling a Meeting” (2001)
m  Kellermann and Bohme, “Privacy-Enhanced Event Scheduling” (2009)
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Security Definition / Proof of Correctness

® E-Voting traditionally well defined
® DCOP/DSCP by Franzin and Greenstadt

m  Adoption to Privacy-Enhanced Event Scheduling needed
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Preferences instead of Binary Choice

Your name |

:00 PM - 2:00 PM Thursday, March 11, 2010i
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Poll: Business Dinner

October 2009

Mon Tue Wed Thu Fri
19 20 21 22 23
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Dynamic Insertion of Time Slots

DOOdIeo Poll: Business Dinner

October 2009

Wed Thu Fri
21 22 23

8:00 PM | 8:00 PM  8:00 PM | B:00 PM 8:00 PM
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19
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Bob oK oK 0K
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Dave oK oK oK 0K
o|ofololo
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More Features

® privacy-invasive and
privacy-enhanced together

predefined decision rules
® threshold scheme

® dynamic insertion/deletion of
time slots
updating/revoking votes

let voters prove that they signaled
availability for more than a certain
minimum number of time slots
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