


Comments

e Based on research results from the project “Usable
Verifiability in Remote Electronic Voting”

. MICROMATA 0 =
- PrOJeCt funded by Erfolg ist programmierbar!

— Research conducted by M. Maina Olembo

e Assumptions:
— voter cast vote from trustworthy environment
— voter receives authentication tokens (PWD) over secure channel

e Focus on individual verifiability

— Cast as intended
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1. Why Helios and how Helios works?
2. Helios version 1.0 interfaces

3. Cognitive Walkthrough (KOKV2011)
1. Findings
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4. User study (KKOVV2011)

1. Design
2. Findings
5. Online survey
1. Design
2.  Findings

6. Next steps
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Why helios ?
* Proposed by Ben Adida in 2008: http://heliosvoting.org/

 Implemented verifiable electronic voting protocol
— User interface
— Open-source system
— Well studied from security point of view

e Has been used in legally binding elections

* in academic contexts: UCL, Princeton, IACR, ...
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How Helios works?
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How Helios works?

mEEsA/EEE/ = =TT T

Voting Booth

Invitation Email Voting Booth Voting Booth

« Election URL Click o Election Fingerprint

o Election Fingerprint Press .
* Direct Voting URL 2nd * Election Fingerprint * Questions Button: : :_\ilrl,l((:.h::::te <
« Election Fingerprint URL * Voting Instructions * Check Boxes Review . Butt.on'
« Email Address « Button: Start * Button: Choices Encrypt. Ballot
* Password Review Choices

9 @ =l

7'y

(" Click ) [

Click Ist Link: l
URL Click Link \Update [ Press Button: Encrypt Ballot ] .
Vote write down/
A 4 y t .
Helios Voti i store/ print
elios Voting Confirmation Email Voting Booth Voting Booth p
. .
o Election ID * Election Fingerprint LA N " N ba I I Ot fl ngerprl nt
i i i . : Button: * Election Fingerprint
o Election Fingerprint . " . * Ballot Fingerprint . " . %
« Link:Vote . Electlon. Flngerfmnt « Panel: Email Submit * Ballot Fmgerp.rlnt | Press Butto.n.
« Link: Audit * Ballot Fingerprint « Panel: Password Ballot . :::tont.esdu:::;:t Back to Choices
o Link: Bulletin Board * Button: Send e .
L .  Button: Audit Ballot
* Box: Administration

e o o o o e e e e o e e S e e S e e e e

I_______“_'____'___l | - -
I | Irﬁepe;ndﬂlt a_pplEltlﬂl |n_sepiratiw1doi - Copy and paste Audited I (__Press Button: Audit Ballot ]
Ballot Information into
1 Empty Box I
I — L I —Y
I = Helios Verifier Helios Verifier | Voting Booth
ose

1 Verifier * Box with Audited | * Election Fingerprint

to end Ballot Information < M * Box: Audited Ballot
| fvi ¢ Button: Verify * Empty Box N N ' Information

Verifying « Button: Verify
1 Process * Result Verifying . | * Link: Helios Verifier
Process 1 * Button: — —
1 Back to Choices - -
' [ @ : @ -
-— s .

I i ey T = s

Compare




Bulletin Board

Pseudonym/Voter’s ID, - ballot fingerprint,

Pseudonym/Voter’s ID, - ballot fingerprint,

Pseudonym/Voter’s ID, - ballot fingerprint,
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Important aspects

e Separation of vote preparation/encryption and vote casting

- Everyone, including auditors or election observers can verify cast as
intended

e Software commits to its encryption by displaying a hash of the
ciphertext = ballot fingerprint

— To ensure that the software provides the same ciphertext for verification
and vote casting

SecVote - Dagstuhl 8



Important aspects

e Voter can verify as many (test) ballots as he/she wants

- From the software’s perspective, it cannot encrypt the wrong candidate
with a sufficiently high probability of not being detected

* |In order to ensure the secrecy of the vote, it is not possible to first
verify and then cast this ballot but needs first to be re-encrypted

— New ballot fingerprint

- The voter cannot verify the encrypted ballot he finally
casts but must trust the system due to previous checks.

SecVote - Dagstuhl 9



Individual verifiability — stored as cast

e Use ballot finger print from vote casting

e Verify whether is stored on the bulletin board next to the
voter’s ID / pseudonym by comparing

e Remarks:

— Can be repeated during the vote casting phase as well as during and
after the tallying phase

— Voter or external observers verify that encrypted votes match to
published hash values

SecVote - Dagstuhl 10



Properties and Assumptions

Properties Verifiability Coercion-resistance Receipt-freeness
Assumptions [ ¢ Cryptography works * Not coercion- e Cryptography works
 Trusted environment resistant (voter ID * Trusted environment
tied to hash valueon |* (n-k+1) honest key
Bulletin Board) trustee
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Helios version 1.0
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Helios version 1.0

QJ/ | Nachricht [ Adobe PDF

0o il & P nvitation to Vot for the Spring 2010 tudent Parfament Election - Nachricht (Nur-Tex) | (<2 =k e

== _n - i) ( _} x (] In Ordner verschieben ~
@ Regel erstellen

¥ Nachverfolgung ~

Antworten  Allen  Weiterleiten = Loschen , Junk-E-Mail : Suchen An OneNote
" antworten t] Andere Aktionen ~ v @Als ungelesen markieren - senden
Antworten J Aktionen J Optionen ha)) OneNote

X B4 Kategorisieren ~ Y @

Von: helios@cased.de

|| AN voter1@gmx.de
Cc

Betreff:  Invitation to Vote for the Spring 2010 Student Parliament Election

Gesendet: Di06.07.2010 17:34

Dear Fatih Karayumak,
please participate in the election of student counsel president

Election URL:
http://vl.heliosvoting.org/elections/agxoZiWxpb3N2b3RpbmdyEASSCEVsSZWNOaWouGPanNww/view
Direct Voting URL:
http://vl.heliosvoting.crg/elections/agxcZiWxpb3N2b3RpbmdyEAsSCEVsZWNOaW9uGPanNww/vote
Election Fingerprint: hGgEeGc20FenQDeBa¥YTShlTgQXc

Your email address: fkarayumak@hotmail.com
Your password: R0OjI156s2Z2G

|» &1

<
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Helios Voting

Elections you can audit

HELIOS-TEST

Election ID o .
agxoZWxpb3N2b3RpbmdyEAs SCEVsZWNOaW9uGPanNww Administration
Election in Progress
Election Fingerprint
hGgEeGc20FenQDeBaYT5h1TgQXc e voters

e compute tally

Vote in this election [Audit a Single Ballotf]  [Bulletin Board of Cast Votes]

e archive election

[Home] [My Elections] [Learn] [Blog/Updates]

All content on this site is licensed under a Creative Commons License.
If you redistribute this content, you should give credit to Ben Adida and Harvard University.
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Helios Voting Booth

HELIOS-TEST
Fingerprint: hGgEeGc20FenQDeBaYTSh1TgQXc
(1) Select (2) Encrypt (3) Submit (4) Done
Question #1

Please vote for the student counsel President. (select 1 answer)

1 Rojan
1 Melanie
1 Fatih

SecVote - Dagstuhl
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Helios Voting Booth

HELIOS-TEST

Fingerprint: hGgEeGc20FenQDeBaYT5h1TgQXc

(1) Select (2) Encrypt (3) Submit (4) Done

Your ballot has now been encrypted. Your ballot fingerprint is:

You can choose to audit your ballot, which
will show you how your options were
encrypted. You will then have to re-seal your
ballot if you wish to cast it.

x0Q/CAdXVBz7aTppOXhnLNg7gP3c [Your Receipt]

If you choose to submit this ballot, all plaintext information will be
deleted from your browser's memory.

Audit Ballot

Submit Encrypted Ballot

SecVote - Dagstuhl 16



Helios Voting Booth

HELIOS-TEST

Fingerprint: hGgEeGc20FenQDeBaYTSh1TgQXc

(1) Select (2) Encrypt (3) Submit (4) Done

Your audited ballot

You have chosen to audit your encrypted ballot.

Here is the fully audited ballot information, which you can copy and paste.

{"answers": [{"choices": [{"alpha": =
"1543351146130374295532662591278157996479405577300294119885436669678431 199252753621412; =
"beta": L
"1192180288275761213256137548009106628807687889679732961252218469081505104260454296381
{"alpha":
"8874619906167476330673015324353455319015420719824550469546224195472095971876512513768
"beta":
"2951071407366241408544546662327412493742039488689776614237394193923841974115136334104
{"alpha":
"6753013884124848138625726238995044210222218162319835140716567640929232277206598319522
"beta":
"6231062924689990973486952364563255255634884066650535222125052044965216762940924671778
"individual proofs": [[ {"commitment": {"A":
"107594923803544242715367125986219432824657322767006152324733808985542956232870659263€ -

< | i

»

»

Copy the content above (select it).
Visit the Helios Ballot VVerifier to ensure it was properly formed.

Go Back to Choices




Helios Single-Ballot Verifier

This single-ballot verifier lets you enter an audited ballot
and verify that it was prepared correctly.

Your Ballot:

Verify




Cognitive Walkthrough [KOKV11]

SecVote - Dagstuhl
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Cognitive Walkthrough [KOKV11]

Carried out on Helios version 1.0 and later on version 3.0

— Interfaces evaluated from voter perspective
e How usable is it to cast and verify a vote?

— Five experts from security, e-voting and psychology
— Fictitious university president election

SecVote - Dagstuhl
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Helios Voting Booth

HELIOS-TEST

Fingerprint: hGgEeGc20FenQDeBaYT5h1TgQXc

(1) Select

(2) Encrypt

(3) Submit (4) Done

Your ballot has now been encrypted. Your ballot fingerprint is:
0/0?
xéQ/ CdXVBz7aTppOXhnLNg7gP3c [Your Receipt] ?

If you choose to submit this ballot, all plaintext information will be
deleted from your browser's memory.

?

might be scary

Submit Encrypted Ballot

You can choose tg audit your ballot, which
will show you how‘your options were 5
encrypted. You will then have to re-seal your
ballot if you wish to cast it.

Audit Ballot

What to do with the ballot fingerprint / receipt

SecVote - Dagstuhl 21




Helios Voting Booth

HELIOS-TEST

Fingerprint: hGgEeGc20FenQDeBaYTSh1TgQXc

(1) Select (2) Encrypt (3) Submit (4) Done

Your audited ballot

You have chosen to audit your encrypted ballot.

?
Here is the fully auditec? ballot information, which you can copy and paste,‘Nhere ‘

{"answers": [{"choices": [{"alpha": =
"1543351146130374295532662591278157996479405577300294119885436669678431 199252753621412; =
"beta": L
"1192180288275761213256137548009106628807687889679732961252218469081505104260454296381
{"alpha":
"8874619906167476330673015324353455319015420719824550469546224195472095971876512513768
"beta":
"2951071407366241408544546662327412493742039488689776614237394193923841974115136334104
{"alpha":
"6753013884124848138625726238995044210222218162319835140716567640929232277206598319522
"beta":
"6231062924689990973486952364563255255634884066650535222125052044965216762940924671778
"individual proofs": [[ {"commitment": {"A":
"107594923803544242715367125986219432824657322767006152324733808985542956232870659263€ -

< | i

»

»

Copy the content above (select it).verify/audit?
Visit the Helios Ballot Verifier to ensure it was properly formed .  how your options where encrypted”?

Go Back to Choices

How to continue verifying / casting a ballot?



Independent?

Helios Single-Ballot Verifier

?
This single-ballot verifier lets you enter an audited ballot
and verify that it was prepared correctly.

? “ ... how your options where encrypted”?
Your Ballot:

00671219092829301704744063444726273604799127769419945033748566156668923536056913 -
444244282428169842154683963007911326806571256992770717937971987735898",
"6776107521562312665128452812728938521188822194433817482639252439632078469315410 .
44429174343957352262425912275151867336520477205515000455044678997289732205004123 C&P IS érror prone
67945449776918599397612415028156925829715274260227555245656341890690569772620927
343594310347816520222856687555151954291848751157651712262964763404316"]11}1,

"election hash": "hGgEeGc20FenQDeBaYIShlTgQXc", "election id":

ol

"agxoZWxpb3N2b3RpbmdyEAsSSCEVsZWNOaW9uGPanNww" }

Verify

election fingerprint is hGgEeGc20FenQDeBaYT5h1TgQXc
ballot fingerprint is x0Q/CdXVBz7aTppOXhnLNg7qP3c how to continue? /
election fingerprint matches ballot

Ballot Contents: vote cast?

Question #0 - President? : Rojan

Encryption Verified

Proofsok.  gnything to verify? what to do if it does not match?



Cognitive Walkthrough [KOKV11]

Carried out on Helios version 1.0 and later on version 3.0

— Interfaces evaluated from voter perspective
e How usable is it to cast and verify a vote?

— Five experts from security, e-voting and psychology
— Fictitious university president election

SecVote - Dagstuhl
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Helios Voting Booth [exit]
Presidential Election of University
Presidential Election of University
(1) Select (2) Encrypt (3) Submit
Review your Ballot
Question #1: Please vote for the new president of University.
Prof. Zaphod Beeblebrox [update] ?
Confirm Choices and Encrypt Ballot
Election Fingerprint: 2IsihDEFZKjeXk//Ip2vdgYGNcpDqlx4fig3F/Z2Fc4 help!
SecVote - Dagstuhl 25




Helios Voting Booth

[exit]

Presidential Election of University

Presidential Election of Univers

You can choose to audit your ballot, which

Your ballot was successfully encrypted

| ? Missin mstructlon comparlson
Please keep a record of your smart ballot tracker [print] [email]:

CqnEYxjqd44rk+U6h+fei¥YnQsVvI2IF/Jsx1QsQhJa4d4

To protect your privacy: new: trust?

» Helios has not yet asked for your identity.
* Once you click "Proceed"”, Helios will remember only your encrypted vote.
e Thus, only you know your vote.

Proceed to Cast

will show you how your options were
(1) Select (2) Encrypt (3) encrypted. You will then have to re-seal your
ballot if you wish to cast it.

Audit [optional]

If you choose, you can audit
your ballot and reveal how
your choices were
encrypted.

You will then be guided to
re-encrypt your choices for
final casting.

Verify Encryption

Election Fingerprint: 2IsihDEFZKjeXk//Ip2vdgYGNcpDqlx4fig3F/Z2Fc4

help!

SecVote - Dagstuhl
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Helios Voting Booth [exit]

Presidential Election of University

Presidential Election of University

(1) Select (2) Encrypt (3) Submit

Your audited ballot

?

IMPORTANT: this ballot, now that it has been at.Jdited, will not be tallied.
To cast a ballot, you must click the "Back to Voting" button below, re-encrypt it, and choose "cast" instead of "audit.”

Why? Helios prevents you from auditing and casting the same ballot to provide you with some protection against coercion.

?
Now what? Select your ballot dudit info, copy it to your clipboard, then use the ballot verifier to verify it. new

Once you're %tlsfled click the "back to voting" button to re-encrypt and cast you i_pallot
verify agaln?

{"answers": [{"choices": [{"alpha":
“21551&2262003392&491939672158434B9820995285366969332522750040455701077170970880MEJ
07084230568370628212647518347142268041032573481324374399909931116647934487522704
237181864010344076761147322819413796786840867299151106864316621022042053123990768
1839027415750605186273430504226177243371557682153682040811044897789019648135331322
51897974365108381208298389742590376389219145726113273414388696050190996174851754
01099757125239952254081029580217195670601757417703497593397048080894717254192023
83813843490011657279163268459319387237080139976951373288728662161799676516778121
936703524904932161872693756883591824772226260640998170282", "beta":
"84079566686653528435583871896981763613603744548700185522240183224139901889057334 «
966197233785940566B2964393274439002062568503997609977825421193852781343516783420 .

Before going back to voting, ?
you can post this audited ballot to the Helios trackmg center so that others might double-check the verification of this ballot.

Even if you post your audited ballot, you must go back to voting and choose "cast" if you want your vote to count.

| post audited ballot to tracking center | | back to voting |

Election Fingerprint: 2IsihDEFZKjeXk//Ip2vdgYGNcpDqlx4fig3F/Z2Fc4 help!




Independent?

Helios Single-Ballot Verifier

This single-ballot verifier lets you enter an audited ballot
and verify that it was prepared correctly.

Enter the Election URL: /helios/elections/e355bcd2-6054-11e0-96ef-123130 P

Your Ballot:

{"answers": [{"choices": [{"alpha": -
"215514.226200839244919396‘7215843&8982099528536696983252374.0{)40455‘7010‘7'?1709‘70880[ﬂ
07084230588370628212647518347142268041032573481324374399909931116647934487522704
23718186401034407676114732281941379678840867299151106864316621022042053123990768
18390274157506051862734305042261772433715578215382040811044897769019648135331322
51897974365108381208298389742590376389219145726113273414388696050190996174851754
01099757125239952254081029580217195670601757417703497593397048080894717254192023
83813843490011657279163268459319387237080139976951373288728662161799676516778121 .

loading election...

election fingerprint is 2IsihDEFZKjeXk//Ip2vdgY GNcpDq1x4fig3F/Z2Fc4

smart ballot tracker is CqnEYxjqd4rk+U6h+feilYnQsVvI2IF/JsxIQsQhJad4

election fingerprint matches ballot

Ballot Contents:

Question #1 - Please vote for the new president of University. : Prof. Zaphod Beeblebrox
Encryption Verified

Proofs ok.

SUCCESSFUL VERIFICATION, DONE!  ayen worse!

SecVote - Dagstuhl
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Findings

Missing: clear terminology and clear instructions

Complicate (many steps) and error prone verifiability

Same design for verification and main voting interface

Irritation to authenticate at the end of the voting process

SecVote - Dagstuhl
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Improved Interfaces (1)

Dear...

You are registered on the electoral roll. For this election you will
use a secure online voting system that uses verification codes. These C]E
codes will help you understand the correctness of this election.

You can vote on the election web-page www.election.university.com on

27 March 2011 between 9:00 a.m. and 6:00 p.m. Here you can also get
further information about the execution of this election.

To check your eligibility to vote, you will be required to authenticate
yourself with a username and a password.

ar instructions

Your username: <User-Name>
Your password: <Password>

Please don’t share this information with anyone.

Best Regards
Election Officer

SHA1-Fingerprint: 95:C3:19:DF:FF:93:F4:49:EB:C6:80:92:F6:E0:78:DF:22:A4:06:35
MD5-Fingerprint: 40:ED:BF:B6:76:B6:5A:AE:43:B2:FD:6C:C4:AF:44:76

—Toauthenticate servers
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Improved Interfaces (2

)

Presidential Election for University

A

Instructions | Ballot | Verification-Code l < Iwg |
N

Welcome to presidential Election for University Ad d e

This election will be executed in 3 steps:
1. In the first step, you will see the ballot where you can vote for the candidate of your choice.

2. After you choose a candidate, your ballot will be encrypted in order to keep the vote secret.
Furthermore a verification code will be generated for your ballot. To ensure that your ballot is correctly
encrypted, you can have this encryption verified by any one of several independent institutes. You can
repeat this process as many times as you need, until you are convinced that this vote system functions

correctly.

3. The actual ballot-casting process is performed in the last step. By entering your username and
password, your (encrypted) ballot will be cast. As long as you have not cast your ballot, you can cancel
this procedure at anytime by closing the vote system’s window. You are free to continue at another
time. This will not cause you to lose your eligibility to vote. | n Stru Ct

At the end of the election, a list of verification codes for all the tallied votes will be published. If you
want to confirm whether your vote has been correctly tallied, you can look up your verification code in
this list.

To start the election procedure, click on the “Proceed to Ballot” button.

d ver

ions

Proceed to Ballot >>

SecVote - Dagstuhl

ifiability step

to voters
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Improved Interfaces (3)

Presidential Election for University

Instructions | Ballot | Verification-Code

| Ballot-Casting

Ballot

For the Presidential Election of University

You can select one candidate (or invalid vote).

1 | Prof. Ford Prefect
2 | Prof. Zaphod Beeblebrox
3 | Prof. Tricia McMillan

Invalid Vote

Back and Forward Buttons

<< Back to Instructions !

Check the Ballot >>

SecVote - Dagstuhl
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Improved Interfaces (4)

Presidential Election for University

Instructions Ballot Verification-Code

Ballot-Casting

Your ballot has been encrypted to keep the vote seéé?.o rtened verificatig

Your Verification-Code is¢ x4WH1LC1F4t1hK6k

With the help of this verification-code, you can verify whether your vote is correctly tallied. For this

please write down this verification-code or use the following alternatives:

Options for voter o
[E Download Code] [& Print Code]

To ensure that your ballot is correctly encrypted, you can have this encryption verified. You can repeat
this process as many times as you want, until you are convinced that this vote system functions

correctly.

bn code

<< Change Vote [Verify the Ballot]

Cast the Ballot >>

SecVote - Dagstuhl
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Improved Interfaces (5)

Mayoral Election of Darmstadt

Instructions | Ballot | Verification-Code | Ballot-Casting

You can now verify whether your ballot is correctly encrypted. In order to do this, click on the logo of an
institute which you prefer to verify the ballot or click on the self-verification logo to see the encryption
proofs and verify them yourself(requires advanced cryptography knowledge). This process will open a
new window with the selected institute that will give you the result of the verification.

Institute:

wom é}

RS CASED

Verify the Ballot [Verify the Ballot
UCL TECHNISCHE
Université UNIVERSITAT
atholique DARMSTADT
deLouvain Ll

Verify the Ballot [Verify the Ballot

v Trusted institutions for verification

SELF
VERIFICATION

[Verify the Ballot

This verification process will require that the ballot is decrypted. Therefore your ballot will be reencrypted and a new
Verification-Code will be generated to protect the Vote-secrecy.

After a successful Verification you can proceed with the Election process. If you notice any irregularities, please cancel
the election process immediately and contact us under the telephone number 1111111111

Finish the verification and proceed with the election >>

SecVote - Dagstuhl
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Instructions

You can now verify wheth
institute which you prefe
proofs and verify them yc
new window wit|

This verification process will req
Verific

After a successful Verification yot
the election proces

Improved Interfaces (6)

Lesezeichen

CASED \

Center for Advanced Security Research Darmstadt £ Deutsch< > E

Ballot Verification

The result of the verification of your ballot is:

Selected Candidate: Prof. Zaphod Beeblebrox Si m p I ifi ed res u |ts
Verification-code: x4WH1LC1F4t1hK6k
Please compare these with your own Ballot and Verification-code Cl ea r I n St r U Ct I O n S

Close this window in order to go back to the election.

About us

Do you want to get more information about our institute? Visit us at http://www.cased.de/!

SecVote - Dagstuhl
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Improved Interfaces (5)

Mayoral Election of Darmstadt

Instructions | Ballot I Verification-Code I Ballot-Casting

You can now verify whether your ballot is correctly encrypted. In order to do this, click on the logo of an
institute which you prefer to verify the ballot or click on the self-verification logo to see the encryption
proofs and verify them yourself(requires advanced cryptography knowledge). This process will open a
new window with the selected institute that will give you the result of the verification.

Institute:

uom é}

 F
R CASED

Verify the Ballot [Verify the Ballot
UCL TECHNISCHE
Université UNIVERSITAT
catholique 7 DARMSTADT
de Louvain

Verify the Ballot [Verify the Ballot

v

SELF
VERIFICATION

[Verify the Ballot]

This verification process will require that the ballot is decrypted. Therefore your ballot will be reencrypted and a new
Verification-Code will be generated to protect the Vote-secrecy.

After a successful Verification you can proceed with the Election process. If you notice any irregularities, please cancel
the election process immediately and contact us under the telephone number 1111111111

Finish the verification and proceed with the election »] C) N I y b u tto N
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Improved Interfaces (7)

Presidential Election for University

Instructions | Ballot | Verification-Code | Ballot-Casting |

Your ballot has been encrypted to keep the vote secret.

Automatically re-encrypted
Explanation for voter Your Verification-Code is:x4WH1LC1F4t1hK6k

r >Attention: Your Verification-code has been changed, because it has been re-encrypted. The previous
J verification-code is therefore invalid.

With the help of this Verification-code, you can control whether your vote has been correctly tallied. In
order to do this please write down this verification-code or use the following alternatives:

[E Download Code] [& Print Code]

To ensure that your ballot is correctly encrypted, you can have this encryption verified. You can repeat
this process as many times as you want, until you are convinced that this vote system functions
correctly.

<< Change Vote Verify the Ballot Cast the Ballot >>
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Comparison

Click Audit (Drops down to give more information)

Click Verify Encryption Click verify the ballot

Click link to select information

Right-click and copy

Click Ballot Verifier link Click on verifying institute

Paste information in ballot verifier window

Click Verify

Close window Click close window (as in PPT)

Click Back to Voting Click enter new vote button (as in PPT)
Click Confirm button to re-encrypt or Update to change vote [automatic]
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User Study [KKOVV2011]
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Design of the user study (lab study)

 Mock mayoral election in Darmstadt
e Material/Interface in German

e 34 participants

* Asked to put on a modified bicycle

helmet with a video camera and eye-
tracking

e Participants cast a vote w/o
instructions (2 rounds)
— Would people verify? How?
— Can people verify if we tell them to do s0?

— Instructions emphasized verifying with
different techniques, different votes Note: hard for participants to take
e 3 questionnaires it serious as it is not a secrefc election
due to eye tracker and log files
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General Usability (after round 1)

“The online voting system was easy to use.” ! {

“I am well coped with the system.” :

“The ballot was easy to understand.” :

“It was easy to fill the ballot.” —
“The wording used was comprehensible.” : '
“The language used was comprehensible.” :

"I thought the ballot casting took a lot of time." |

"The instructions at the beginning , |
were important for understanding." ' '

"I could correct my mistakes fast and easily." :

1 2 3 4 5 §) 7
do not agree fully agree
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General Usability

1 of 20 who answered that they verified further stated not
having noticed that the code changed (round 1)

1 of the remaining 14 stated this in round 2
- Most of participates noticed it

After round 2

e 8 of 34 participants stated that it was not clear to them that they had
to compare the verification codes or/and the candidates

e All stated that it was clear to them that their vote was not cast after
having verified

SecVote - Dagstuhl
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How many people verified?

e 20 of 34 participants (58%) verified in the first run (log files)

— 10 with technical background verified
— 10 without technical background verified

- No correlation between technical background and interest in verifying

— All did some comparison, some only very quick (eye tracking)

e 28 of 34 (82%) claimed to have verified at least once

— Some participants confused “verifying” with double checking that their
ballot was correctly filled.

— 2 went to the verification page but then back without having verifieid

.I have verified <n> times* | 6 14 | 6 | 3 -
visited institution websites | 14 8 | 5 | 4 -
0% 20% 40% 60% 80% 100%

000102 @3 m4 m5
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Duration for vote casting

duration of voting
session (1st run)

duration of voting : |
session (2nd run)

0 5 10 15 20
minutes

From enter URL/ press enter and cast vote / entered correct credentials
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Preferred method of verification of the

security code

Round 1:

— 17 wrote down, 9 saved, 4 printed
— none compared with displayed commitment if printed or stored

"Which method do you prefer to preserve your verification code?"

SecVote - Dagstuhl
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Is the authentication at the end of the
voting process irritating?

"I was surprised that
| needed to login at
the last step.”

1 2 3 4 5 6 7
do not agree fully agree
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Do people have enough information to
properly verify and cast their vote?

16 of 34 participants (47%): not enough information

— Participants without technical background complained that the first
page (with the instructions) contained too much information at once
(some didn’t even read it)

— Participants with technical background wanted more information
about the security of the system (papers, security proofs, statements
from other institutions regarding the level of security etc.)

e 31 of 34 participants (91%): concept of verifiability needs to

be introduced before using this kind of voting system
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Trust regarding ballot secrecy

"I trust the system that
the secrecy of my vote
will be protected.”

| | | | |

1 2 3 4 5 6 7
do not agree fully agree

e Concerns about their vote secrecy....

“The institutions can see my vote!” “... but they have strong privacy
policies”
“derive vote from verification code is possible for institutes for whom else?

26 participants (76%) answered that they were irritated by the changing
verification code

2 out of 20 in first round modified vote after having verified

* Possible reason

Idea behind re-encrypting the ballot after verification unclear
Concept of test vote unclear
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Trust in correct vote casting & tallying

“l trust the system that |
my vote is correctly cast” | |
“l trust the system that my | |
vote will be correctly tallied” ' I
| | | | |
1 2 3 - 5 6 7
do not agree fully agree

e Participants were not able to verify the proper tallying at all

— Trust level in the proper tallying was expected to be lower than in correct
vote casting

 Possible reason: People were not aware that these are two
different concepts
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General comments

“Normal people will find it too complicated.” (with technical
background)

“Good to know it is encrypted” (without technical background)

“Got confused with the different verification codes”
“Writing down a new security code each time annoys me.”

“I do not understand the idea behind the verification code”

“Why should | trust the verification procedure if | should not trust
the voting system”
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Findings

Most people are able to verify (at least with quick check)
People do not get the idea of test ballots to verify
People do not understand what they can verify and what not
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Online survey

Carried out to identify voters” mental model of verifiability
— Are voters aware of verifiability?
— Do they see a need to verify their votes?
— Are there factors that are more likely to cause voters to verify?
— What terminology is adequate to communicate verifiability to voters?

In Kenya and Germany

— Kenya: no postal voting, not possible to observe
— Germany: 30% postal voting, possible to observe

SecVote - Dagstuhl
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Design

* Interviews carried out as a pre-test
e Refined online questionnaire

Figure 5: Fifth Picture Figure 6: Sixth Picture
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First Findings

More familiar with aspects of universal verifiability

Match number of voters to votes cast
Re-count

Not as familiar with aspects of individual verifiability

Seals at ballot boxes to ensure that they are not opened
Concerned about secrecy of the vote

General verifiability findings

Some prefer delegating responsibility of verifying to others

More likely to verify with Internet voting than with paper based voting but
only with first elections

Verify if unexpected result (mentioned re-count)

No need for traditional paper based elections because of trust in people
who they know

More familiar terms than verifiability

Monitor, observe
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Improve usability of hash value
— Represent hash value graphically

Next Steps

— ldentify secure enough length for hash value J

=

— Analyze what are people willing to compare

Explain concept of “test” votes better

Changes to interface based on results

Adopt wording

Number for each hash value

Go back to empty ballot

Only ‘write down’ option

Distribute receipt for ‘stored as cast’ verifiability
Use QR code and Android app for comparison

SecVote - Dagstuhl

55



UNIVERSITY PRESIDENT ELECTION
Instructions Ballot Verification-Code Vote-Casting

You can now verify whether your ballot is correctly encrypted.

Click on the logo of your choice. A new window will open with the results of the verification.

Institutes:

il
UNIv 1k bU

A ’
Zia

[\erify the Ballot] [\erify the Ballot]

UCL TECHNISCHE
S ) e
erify the I;alloi] [Verify the Ballof]
v Trust in verification device or

SELF
VERIFICATION

IVery the Balo voting environment enough

In order to verify your vote, the ballot will be decrypted. Once the process is finalized, your vote
will be re-encrypted and a new verification-code generated.

You can continue with the voting process upon successful verification. If you notice any
irregularities, cancel the election process immediately and contact the election officials [Telephone
number: 123456789]

Enter a new vote to proceed with the election




Open Discussion

Currently: some cumbersome steps for the voter
— Check https for voting page

— For each verified vote:
e Write down hash value and compare with verification page of institute(s)
e Check https for institute’s page

— For casting: Write down hash value and compare on board
— In addition: check on bulletin board

Alternative: vote casting from different trusted institutions
— Check https for voting page
— Could forward ballot fingerprint to delegate ‘stored as cast’ verification

Combination?

SecVote - Dagstuhl
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Questions?
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